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4.07 VPN

VPN

Hinweise of the UniRZ Smartphone- and notebook consultation hour

Windows

% UNIVERSITATS
W= RECHENZENTRUM ruomwemisensce

Please enter your username and passwond

GROUP e -
LISERMAME
PASSWORD

Legin

https://vpn2x.tu-ilmenau.de/ call up and log in with the university account
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-:j) gt | Browse | UserimasS486 | Logous |
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N
il | Home - yConn
-J An ect Iratiate an AryConnect ceent session to prowde clent

spplcabons on your desktop with neteork scoess through
’ Web Applications - your VPN, depending on your company’s WPN configuraticn
._,J r“ $ant AryConnect and your own network access nghts. For example, an
AnyConnect ses=on might be necessary to wss Microsaft
'_ﬁJ AryConnect - DI.I['ICI'IJK of Microsoft Duthook Express 1o serd or receive
e-mai.

The following instructions describe how you can use your
browser to get remote access to Microsoft Terminal Services
TunFsg O COMmIpETErs n your Tk

* Baguiremenis
s Defore yau C

= How to Connect
o Abusys Log Dut
Requirements

T acoRES remala sendoes ower an AnyConnect chent
SESSION, Your system must have the fnln:m-ng SEtup:

& Your WP site must be in the kst of trusted skes, as
described below. [Required for Windows 7 and Vista,
highly recommendesd For all,)

s The chent apphcations must be instaled locally on your
system.

* The aperating system must be Maroseft Windows 7,
Windows Vista, Windows XPF 5P1 or 5F2, Windows
2000 SPd, Linux {R=diat Linux 9, RedHat Enterpriss
L 3, SUSE Linux 10, Slackware 11.0, or Fedars 4
ar B), or Mac 05 ¥ 10.4.

Before you Connect - Add to Trusted Sites

Click on ,,AnyConnect” on the left and then on ,Start AnyConnect”.

UMIVERSITATS

RECHENZENTRUM 7w sonce

AnyConnect Sect

wnload

Download & Instal

Dowriload Cisco ArmyConnect Sacune Mobility Client and instal it on your compuber

Download for Windows

,Click on ,,Download for Windows
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B n

g CiEco AnyConnect Secure Mobility Client Setup

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard vall metall Cisco AnyComnect Secure
Mability Chant an your comgastar, Cick Hest b continug
or Cancel to ot the Setup Wizard

& Cisco AnyConnect Secure Mobility Client

@ VEN:
E | Ready o connect,

—

EISEd

Open the ,,Cisco AnyConnect Secure Mobility Client” program that has now been installed,
https://vpn2x.tu-ilmenau.de enter the server address and click on ,Connect”.

- — A — - -
‘-‘.' Cisco AnyConnect | vpn2x.tu-ilmenau.de

Please enter your username and password.
Group: def-ext

Select ,def-ext” or ,def-ext-full“ and log in with your university account.

& Cisco AnyConne cure Mobility Client

(‘o VPN
p— Conmectsd to vpnlx i-imenau, de.

00:00:29

allwali
CIECE

In the system section of the control bar, the Cisco AnyConnect icon can be clicked and the connection
can be disconnected by clicking on ,,Disconnect”.
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Linux (KDE)
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& onlineZugings
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& Fratelungen

Hardware

T tingatagerate

L e und Meniger

|

B wukmedia

[+] Inergeanvaiung

@ nuetcaih

= Drxcker

B *0F Connext

!| ‘Wertasimedien

Systemnerwaltung

‘ Spuleminfarmabion

# Geardens Enuslergen heramaten

Tullig

Automatisch ©

In the system settings under ,Network” / ,,Connections”, click on the “+" under the list of all
connections.

Qe Q¢ Q@ Q¢ Q <

Wahlen Sie gine Verbindungsart — Systemeinstellungen -~
Fo nr:!n-F‘nlnT-'I'III'IM| -Frotokoll (PPTF)

Pulie Connect Secure I;DFEI'II:DI'ITIEI:.[:I
EEL.JI-?'EFI.EF?E[-TIJI'II'IE'|-|.:'I'|:I[Dkﬂ" [S5TP)

'S.SH

WFN basierend auf IFsec (openswan)

WP basienand sl [Psae, [KE , IKEy

WP basierend auf IPsec (strongswan)

W kompatibel mit Cisto (wpnc)

0

Wireduard

Andere

[a

VPR-Verindung importieran

Erstellen Abbrechen

»Select ,,Cisco AnyConnect (openconnect)
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Now the VPN connection appears in the list of all connections
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L MNetrwerke

FL_-I Habelgebun demne l:-'erh-n-:lung 1

F verbindung rernen

.*. :I'|| [king

13:48

onect“ next to the VPN connection.

CEoMmAEEd T~
Open the ,Networks” tab and click on ,,C

VPN-Passwortdialog (openconnect) — KDE Daemon ~ =~ X

ey TU IImenau (VPN) authentifizieren

r‘il Bitte geaben Sie dat Passwart flr die VPN-Verbindung TU
Irrierau (VPN &in:

VPN-Rechner | wpna tu-ilmenau.de
B verbindung beim nachsten Mal automatisch starten

B Passwort speicham

Protokoll anzeigen

& aAbbrechen

Click on the connection icon next to the VPN gateway address.

YPN-Passwortdialog (openconnect) — KDE Daemon ~ <~ X

ey TU IImenau (VPN) authentifizieren

I"jl Bitte geben Sie das Passwort flr die VPN-Verbindung TU
Irmenau (VPN &in:

VPN-Rechner  wpnda tu-ilmenau.de *

M| Verbindung beim nachsten Mal automatisch starten

B Passwoit speidhem
& Please enter your username and password

GROUP: | def-ext w
LIS Errsnme:
Password:

~ Anmeldung

Protokoll anzeigen

& Abbrechen

Select ,def-ext” or ,def-ext-full“ and log in with the access data of the university account.
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Linux (Ghome)
B

In the system settings under ,Network” click on the “+*“ in the ,,VPN“ section

x]

»Select ,Multiprotocol VPN Client (Openconnect)

]

Enter connection name and gateway (vpn2x.tu-ilmenau.de)

=]

Now the VPN connection appears in the list

=]

Click on the top right, open the section , VPN switched off“ and click on ,,Connect®”.

x]

Select ,def-ext” or ,def-ext-full“ and log in with the access data of the university account.

Android

=]
The Cisco AnyConnect app

(https://play.google.com/store/apps/details?id<ignore>=com.cisco.anyconnect.vpn.android.avf</igno
re>) install

(x]

Accept conditions and permissions

]

Click on ,,Connections” and then on ,Add New VPN Connection”.

]

Enter a title for the connection by clicking on ,Description” and the VPN server address vpn2x.tu-
ilmenau.de under ,Server Address”.

x]

Click on the button to establish the connection, select ,def-ext” or , def-ext-ful
access data of the university account.

10S

|u

and log in with the

=]

The Cisco Secure Client app (https://apps.apple.com/de/app/cisco-secure-client/id1135064690) install
(]

Click on ,,Connections” and then on ,Add VPN connection ...".

=]

Enter a title for the connection under ,Description” and the VPN server address vpn2x.tu-ilmenau.de
under ,Server address”. Then click on ,Save“.

]

Click on the ,AnyConnect-VPN“ button to establish the connection.

=]

Select ,def-ext” or ,def-ext-full”, enter the access data of the university account and click on
~Connect”.
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