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4.07 VPN

Hinweise of the UniRZ Smartphone- and notebook consultation hour

Windows
B

https://vpn2x.tu-ilmenau.de/ call up and log in with the university account

Click on ,,AnyConnect” on the left and then on ,Start AnyConnect”.

]

,Click on ,,Download for Windows

=]

Run the downloaded installation wizard

=]

Open the ,,Cisco AnyConnect Secure Mobility Client” program that has now been installed,
https://vpn2x.tu-ilmenau.de enter the server address and click on ,Connect”.

Select ,def-ext” or ,def-ext-full“ and log in with your university account.

]

In the system section of the control bar, the Cisco AnyConnect icon can be clicked and the connection
can be disconnected by clicking on ,,Disconnect”.

Linux (KDE)
B

In the system settings under ,Network” / ,,Connections”, click on the “+“ under the list of all
connections.

SEeIect »Cisco AnyConnect (openconnect)”.

|g\ter connection name and gateway (vpn2x.tu-ilmenau.de)

NEOW the VPN connection appears in the list of all connections

|C?pen the ,Networks" tab and click on ,Connect” next to the VPN connection.
Eick on the connection icon next to the VPN gateway address.

Select ,def-ext” or ,def-ext-full“ and log in with the access data of the university account.

Linux (Gnome)
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In the system settings under ,,Network“ click on the ,+“ in the ,VPN“ section

Multiprotokoll-VPN-Client | Openconnect)

OpenviFM
Point-to-Point Tunneling Protocol (PFTF)

Cisco-kompatibler VPN-Client (vpnc)

Aus Dated imp-c:-rm-rpn

~Select ,,Multiprotocol VPN Client (Openconnect)
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[dentitar IPvd IPvE

Mame  TU lmenau (VPH)
Allgemein
WPN-Protokall  Cisco AnyConnect oder OpenConnect =
Gateway vpnZx.iu-dmenau.de
CA certificate  (keine) [&
Prowy
Sicherhestsscanner-Trojaner erlawben (C50)
Trojaner-CS0-Wrapper-Skrpt
Ermitteltes Batriebidyitem
Lertifikat-Legitimierung

User certificate  (keiine) [2

FSID for Schiisse|kenmvwort verwenden

Den Benutzer daran hindern, manuell ungiltige Zertifikate zu akzeptieren

Legitimierung iber Software-Token

Token-Modes  Deaktiviert -

Enter connection name and gateway (vpn2x.tu-ilmenau.de)
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Now the VPN connection appears in the list

Kabelgebunden verbunden
WLAN nicht verbunden
VPN ausgeschaltet
Verbinden

VPN-Einstellungen

E||1~_17_-._-I||._|r'|qt_*r1

Ausschalten f Abmelden

Click on the top right, open the section ,VPN switched off“ and click on ,,Connect”.
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Select , def-ext” or ,def-ext-full” and log in with the access data of the university account.

MacOS
B

https://vpn2x.tu-ilmenau.de/ call up and log in with the university account

Click on ,,AnyConnect” on the left and then on ,Start AnyConnect”.

(]

,Click on ,,Download for macOS

| AnyConne &1 VPN 4. 7005111

PG G P

Open the downloaded DMG file and click on the PKG file there.
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[ ] W AnyConnect Secure Mobility Clisnt® installisren
Willkemman bal: AnyConnact Sacure Mability Client

* Emfilung Du wirst durch alla Schritte geflhrt, die flr dia Installation
diaser Software erforderdich sind

atfvar]s
CISCO

Fortfahren

Follow the instructions in the installation programme (accept licence conditions).

"& Aufmerksamkeit

AnyConnect-Systemerweiterung blockiert:

Fiir lhr System missen Sie die Cisco amyConnect-
Systemerseiterung aktivieren, um den wollen Umfang der
AryConnect-Funktionen nutzen zu kinnen, Enige AnyConnact-
Funktionen funktionieren erst dann ordmngsgemal, wenn sie

Bitte erlauban Sle die Systemerseiterung "Clsco AnyConnact
Socket Filter" in den Systemeinstellungen -= Sicherheits- und
Datenschutzbereich. Und bitte erlauben Sie nachfalgends
Eingabeaulforderungen danach,

I - - —————— —

T b . S

Offnen Sie die Einstellungen

This window should appear during the installation. Click there on ,Open the settings”.
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Q. Suchen
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B siri & spotiight

¥ Datenschutz & Sicherheit

(B schreintiseh & Dock
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(.. Hintergrundbild

|| Bildschirmschoner

\LJ| Energie sparen

B} seerbildsehim
ﬂ Anmeldepasswart

E Benutzersinnen & Gruppen

L3 Fasswirter
Intemetaceounts

W Game Canter

E Tastatur

L) maus

D Drucker & Scanner

Datenschutz & Sicherheit

u Analyse & Verbesserungen

£ Apple-werbung

Sicherheit
Apps erlauben, die galaden wurdan von

App Stora
D App Store und verifizierten Entwicklern

Laden der Systemsoftware des Programms Cisco AnyConnect Socket Filter™

wurde Blockiert.
Erlauben
Filgviault Aktivigren ..
FileVault sichert dis Daten suf deiner Festplatie durch sutomatisches
Werschiusseln des inhalts.
ACHTUMG: Du berdlios dein Anmaldepaiawan cder ainen Wisderheestellungaschliisas!, wn aul

daine Datan 2
sulamatisch genariern. Wenn du sowaoh| das Passwort als such den Wisderharstellungsachlissel
vergisst, sind die Daten verkaren

wilan. Der Wisderharelallungiachliiasel wird bei dar Konliguration

FileVault ist fur die Festplatte  Macintosh HD® deaktrsiert.

Blockisrungsmodus Abctiviaran ..
D Blockierungsmadus ist sire sxtreme, cpticnaks SchutzmaBnahms,
die nur angewendet werden sollte, wern du arnimmst, von sinem

In the system settings under ,Privacy and Security” in the field ,Loading of the system software of the
programme ,Cisco AnyConnect Socket Filter” was blocked click on , Allow*.

Darf ,Cisco AnyConnect Socket Filter”
Netzwerkinhalte filtern?

Alle Netzwerkaktivititen auf diesem Mac
werden moglicherweise gefiltert oder

liberwacht.

Erlauben Micht erlauben

Then confirm in the window that appears
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vl ],
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Exit the installation programme

[ IO ] AmyConnect NN
Sacure Mability Client CISCo

1 VIPN:
fr’eﬁ Ready to connect

— vand.tu-iimenau.de B connact

Open the ,,Cisco AnyConnect Secure Mobility Client” program that has now been installed,
https://vpn2x.tu-ilmenau.de enter the server address and click on ,,Connect”.

Cisco AnyConnect | vprle.tu-ilmenau.de

i Mease amler your usernams and password.

e Group:  def-ext
Usernama:
Password:

Cancal “

|ll

Select ,def-ext” or ,def-ext-full“ and log in with your university account.
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Cisco AnyConnect | vpr2s.tu-ilmenau.de

a Please emler your username and password.

e Group:  def-ext a
Lisarnamas:; [ ]
Password:

carcel (D

The connection is now established

& Mo. 18, Sept. 23:10

Disconnect

In the system section of the control bar, the Cisco AnyConnect icon can be clicked and the connection

can be disconnected by clicking on , Disconnect”.

Android
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1340 @ LIS O R
€ Q i

AnyConnect

Cizco Systems, Inc

LUSK: all
ages o

Install

e =

About this app 4

For Android 4.0+ and later devices, Connect to
your netwaork with AnyConnect

Business

4 ] [ |
The Cisco AnyConnect app

(https://play.google.com/store/apps/details?id<ignore>=com.cisco.anyconnect.vpn.android.avf</igno

re>) install
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AnyConnect

By clicking accept or using the Cisco
Technology, you agree that such use is
govermed by the Cisco Engl User License
ment and the applicable Product
ific Terms (collec the "EULA™). You

I you do not have authority to bind your
company and its affiliates, or if you do not
jith the terms of the ELILA, do not
ept’ and do not use the Cisco Tech
nology. If you are a Cisco channel partner
accepting on behalf of an end customer
Ceustamert), you rmust inform the customer
e EUILA app to customer's use
so Technology and provide the

customer with access 1o all relevant terms

CAMNCEL

Accept conditions and permissions

Cisco AnyConnect

AnyConnect requires access to
information about your daviee, such
as its IMEL, which will be shared with
your [T administrator,

On the following screen, you will
be asked to grant permission
for AnyConnect to gather this
information.

AnyConnect will mot make or
manage phone calls,
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1342 @ = 3:43 LU= R

AnyConnect Advanced Preferences

i VIRTUAL PRIVATE NETWORK wew Add New VPN Connection

AnyConnact VPN

Disconnected

Connections
Na connection

NI
CISCO

Click on ,,Connections” and then on ,Add New VPN Connection”.
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1342 B O OWd'4 8 1343 B LI O R
Connection Editor Connection Editor
Description Description
Mot Set (Dptional) TU lrmenau [VIPN)
Server Address Server Address
Mot St vpnZutw-ilmenaw.de
Advanced Preferences Advanced Preferences
Change advanced certificate and protocal settings Change advanced certificate and protocol settings
CANCEL DONE CANCEL DONE

Enter a title for the connection by clicking on ,,Description” and the VPN server address vpn2x.tu-

ilmenau.de under ,Server Address”.
13:44 @ b SWA 48 1344 @ 0 S v d s 1344 & 0 S Wd 4

AnyConnect

i VIRTUAL PRIVATE NETWORK

AnyConnact VEN
Disconnected
AnyConnect
Connections Please enter your username and password. Connection request
U limenau [WPN) Growp

def-ext -
Lzername;

AnyConnect wants to set up a
VPN connection that allows it
to monitor network traffic. Only
accept if you trust the source.

O zppears at the top of your
screen when VPN is active.

[ show password

CANCEL

0K

CONMECT

CANCEL
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Click on the button to establish the connection, select ,def-ext” or , def-ext-full“ and log in with the
access data of the university account.

10S

Cisco Secure Client

. WEN-Verbindung hinzufiigan...

Verbincdungen Keing Werbindungen

Details

EBnstellurgen
Diagnoss

Uber

Click on ,,Connections” and then on ,,Add VPN connection ...".
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OU4d Sonnisg 1. Jan

Baschreibung
Serveradresce

Erweitert

Enter a title for the connection under ,Description” and the VPN server address vpn2x.tu-ilmenau.de
under ,Server address”. Then click on ,Save*.

AnyCannect-VPN
Verhindungen

WPN-Varbindung hinsullgen....
Details

Einztellungen
Diagnoss

Uber

Click on the ,,AnyConnect-VPN“ button to establish the connection.
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Ord41 Sonskag 73, Jem

Banutzername:

EeEnrresart:

Select , def-ext” or ,def-ext-full“, enter the access data of the university account and click on
~Connect”.
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